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CBMJET EJIEKTPOHCKOI ITOCJIOBAIBA U
SAIHITUTHO-BE3BJETHOCHMU ITPOBJIEMUA

Jlymanka Crojanosuh, Muho Crojanouh, Becna Mapuh'

Pe3ume

Cywitiuncko fuifiaree 6e3aH0 34 C6aKu cuciiiem 3awitiuitie ungopmayuja je
duifiaree KpUiitionowKoZ Keanuiieiia cuciliemMa og Kojum ce #ogpasymujesa
citiefien CUZypHOCTIU KOjum ce peanusyje 3auiitiuitia uHgopmayuja, OgHOCHO
ciiefied ofliBopeHOCTiU cuciiieMa Ha HOKywaje pazomKkpusarsa ungopmayuja. Jsa
OCHOBHA eNlemenilia Koja ogpelyjy cilieiien cuZypHociiiu 3awuiiiiuiie cy. apuHyuil
Ha Kojem ce 3aCHUBA U 1bUX08a THeXHUYKA peanu3ayuja.

Kuwyune pujewu: Zewepaitiop wugpe, wudposanu WeKcill, 3auiGUITA
eNeKIIPOHCKOE HOBYA.

YBOJI

I'mo6anna mynrtumenujcka mpexxa MHTEPHET nanac Beh mose3syje Buiie
OJl JIeceT MHJIMOHA padyHapa U rotoBo 200 MUIHMOHA JbyIH, HUXOBUX
KOpUCHHKaA. Y modeTky Mpexa je n3a3Baia paJo3HAIOCT JbYIU JKEJbHUX
HOBOCTH, aii yOp30 je cxBaheHO Kako OHa MOXE IMPEICTaBBATH MONHO
CPEICTBO Y pyKaMma BjelITUX IPey3eTHUKA.

Tako ce pasBwia ujaeja O eINEeKTPOHCKOM TocioBamy. [lokazano ce na
HHTepHET cTBapa OIPOMHO TPXKHUIITE IJIAaHETAPHUX pa3Mjepa ¢ HeclyheHUM U
YBUJEK HEUCTPAXKEHUM, aJIU CUTYPHO MOTIIYHO HOBUM MOT'yYhHOCTUMA.

Bynyhu na xMBMMO y OTWHAMHUYHOM CBHUjeTy y KOME€ C€ W3 JaHa y JaH
jaBjbajy HAjpa3sIUYUTHJU W CTAJIHO HOBU TMPOOJeMH, TUTama JINYHE
CUT'YPHOCTH IIOje/IMHAlIa, TOCIOBHE CUTYPHOCTU IPUBPEAHHMX CyOjekaTa u
VOIIIITE HAIlMOHAJIHE CUTYpHOCTU HaMehy ce cama mo cebu. MHTepHeT Kao
(heHOMEH HOBHjETr TaTyMa U caM JOHOCH MHOTOOPOjHE CUTYPHOCHE ITpo0jIeMe
W pU3MKE KOjU MpHje MPOCTO HHUCY IOCTOjaId WIM ce OapeM 3a BHUX HHje
3HAJIO.

! Banpemunu npodecop Texuomoukor paxynrera y Bamoj JIymu, penosHu mpodecop
IMpupoano-mMaTemaTnukor dakynrera y bamwoj JIymm, nouent ExoHoMmckor ¢dakynrera y bamoj
Jlyun
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AKTUBHOCTU MAJIOT IIPEAY3ETHUKA Y
CBUJETY EJEKTPOHCKOTI ITOCJIOBAIbA

T'oToBO 2 HEMa TaKBUX aKTHBHOCTH KOje MAJId MPEAy3eTHUK He OU MOTao
0ope W KBaJIUTEeTHHje 00aBibaTH momohy WMutepnera. Ha panr - mmcry
yUECTAJIOCTM  aKTUBHOCTHM  MaJlUX  MPEAYy3eTHUKA,  MOTIOMOTHYTH
HHGOPMAIIMOHUM M MHTEPHETCKUM TeXHoJIornjama, npema noaanuma IDC-a
(International Data Corporation) 3ay3umajy ciujenehe ak THBHOCTH:

—  MapKeTHHT,

—  aykuwja,

— TProBUHA-TPOAaja T3B. TBPAUX fA0bapa,
— TProBHHA-IIPOjaja T3B. MEKHUX J00apa,

— TIOCpeIoBame y MyTOBakhbUMa U TYPU3MY,
— HabaBa, HApy4YMBaE,

— 1nahame,

—  MAaJ OrJacH,

—  HWHBECTULIHMja U

—  paYyHOBO/JCTBO.

EnekTponckn MapkeTHHT

EnexTpoHCKM  MapKeTHHT  (e-MapKeTHHI, TelleMapKeTWHr, on-line
MapKeTHHI) je HaYMH OCTBAapHBamba TPKUIIHO OPUjEHTHUCAHMX AKTUBHOCTH
¢upMu y3 WHTEH3MBHY NpUMjeHy WH(pOpMannoHEe ¥ KOMYHHKAIMOHE
(uHTEepHETCKE) TexHoJioruje. MapkeTuHIKe (QyHKIMje 3HAUYAJHE U3 ACICKTa
MoClIoBaka Majlor Tpeay3eTHUKA Cy: oO0aBjelTaBambe O TPXKHUIITY,
WCTpaXUBAKE TPXKUIITA, TPOTIATaHAA ¥ jaABHO OTJIAIaBabe.

Obagjemrerse o Tpxkumty (Market Intelligence) je wmapkeTuHIKa
¢dyHKIMja Koja ce OaBU NPHUKYIUbakheM peEJieBAHTHUX uWHpOpMalja o
TPXKUIINTY, HEOBUCHO O ToMe Xxohe I TNpUKyIUbeHe uH(popMaluje OuTH
yrnoTpujebibeHe y TOCIOBalky WM HE, OJHOCHO Kaja M 3a KOje CBpXe.
IMojaBoM MHTepHeTa cuTyanuja ce TeMeJbHO Mujerba. OH HyIu Janeko Opike,
JEMHOCTaBHUjE, AjeIOTBOPHUjE U je(hTUHH]e HAUMHE CUCTEMCKOT MPUKYIJbambha
nH(popMaIrja, pPENeBaHTHUX Ca AacleKTa CTPATEIIKOT MAapKETHHTa, ITyTeM
WWW cepBrca u TOCTaBHUX JTUCTH.

UcrpaxuBame Tpxumra (Market Research) je ckym akTHBHOCTH Koje
rpazie MpOjeKT KOjU MPETXOAHM JOHOIICHhY HEKHUX 3HAa4YajHUX (CTPATEIIKHX)
MApKETHHIIKUAX, OJHOCHO TOCIOBHMX OJulyka. Hmp. TakBe ojanyke cy:
MOKpEeTakhe HOBE MPOM3BOMABE WM JIAHCHpPame HOBOT INPOM3BOAA Ha
TPKUIITY. [71aBHE MeToae MpHKYyIUbakba MHQOpMalMja MpH HCTPAKUBADY
TPXKUINTA Cy: aHKETa U UHTEPB]Y.
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VY ycnoBuma mnpumjeHe MHTepHeTa aHKETe Ce MOrYy OpPraHM30BaTU WU
MPOBOJUTH MHOTO e(dUKacHUje (IjeTOTBOPHHjE), Y CMHUCIY TPOIIKOBA U
octBapeHe crore oarosopHoctu. (HajjenHocTaBHUjU HAYMH Cilama/mo0ujama
0JICOBOpA je MyTeM eJIEKTPOHCKE moliTe.) AHKeTa, 1Mo mpaBuiy, Tpeda outu
AHOHMMHA, a aKO TO HHje OCTBapUBO M3 OWJIO KOJUX pa3jiora, He3UH
Hapy4dnial (OpraHu3aTop) MOpa UCIUTAHUIIMMA TapaHTOBATH NMPUBATHOCT H
HEJIOCTYITHOCT FbUXOBHUM OJIIOBOPUMA.
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V cnydajy uHTepBjya MH(DOpMAalMOHA M HMHTEPHETCKA TEeXHoJIoruja Helie
OUTH O] TAaKO BeJIMKe MOMONM Kao INTO TO MOXe OWUTH mpHu u3Bohemy
pa3IMYINTUX aHKETa, jep je OBIje Harlacak ympaBO HA JUYHUM KOHTAKTUMA
WUCIUTHBAYa M MCIUTAHUKA, aJld UIAK 3a HbUXOBO BONjEHE MOTY IOHEKaj
MPUMUJEHUTU UHTEPHETCKU CEPBUCU U CEPBHCU YaBpJbamba U TelleOHH]e, Te
WX JIOHEKJIe OJIaKIIATH, aKo Beh He U 3HATHUjE YHANIPH]EUTH.

IMponaranma u jaBHo ornamasame (Sales Promotion Advertising) cy
AKTMBHOCTH INTO CE€ y LIMPUM — “JIAMYKMM  — KPYTOBUMA TPAIULHOHATHO
cMaTpajy “HajMapKeTHHIIKHjuM . TO Cy CBaKaKO AKTMBHOCTH y 4YHjEM CY
cripoBohelby TPUMjEHOM HOBUX HHGOPMAMOHNX ¢ KOMYHUKAIIMOHUX
TEXHOJIOTHja YOUYCHM HAJCIIEKTAKyJAPHUJU W HAJKBAJIMTETHUJU PE3yJITaTH.
ITon mojMoM mponaranjga moapasymMujeBa ce obaBjelITaBame MOTpoIIava o
HeueM HOBOM IITO ce Hyau Ha Tpxuiry. CynpoTHO TOMeE, IMJb JaBHOT
ornamanama je nojacjehame Ha Hemro Beh mocrojehe. MuTepHer je, mehyTum,
WHTEPAKTUBHHU MEHj KOjU UCTOBPEMEHO MOXKE CIYXKHUTH U 3a CBPXE MACOBHOT
U TIOjeNMHAYHOT obaBjemTea. Haj3aHUMIBMBHjH Cy TIpH TOME HETOBH
ceppucu World Wide Web u gocrasue nucre. Hajuemrhu o0auxk Web
CepBHCa y CBPXY MapKETHHIIIKE MPOMAraH/e U jaBHOT OIJIalllaBamba JaHac Cy
ornacH-TpaHcmapeHTH (eHrI. Banner) koju yjemumyjy: TeKCTyaldHE H
rpaduuke orjace y HOBHHAPCKUM MeaujuMa, TB crnoToBe W pajuno mopyke.
ITomMeHuMO joIn jegaH TOMyJapaH OOJIMK OpraHU3alnje eIeKTPOHCKUX
MApKETHUHITKAX aKTHBHOCTH — T3B. EIEKTPOHCKE KiyOoBe (eHru. e-club). Onu
oApa3yMujeBajy IMPUMJjEHY T3B. wiaHckor Mapkerunra (eumrn. Affiliate
Marketing). Pamu ce o Tome na ce jemMHCTBeHa HeopMaiHa MOTPOIIAYKA
rpymna Gopmanusyje u MpeTBOPH y TPajHH KIIyd, a WIaHOBUMA KiIyOa HyIe ce
pasnmuuute  norogHoctr. CBe  MOMyJapHUjU  OOJMK  HAMPEIHUJUX
orjamaBavykux axkTuBHoctH cy ad hoc, mpurogHa wiaM 4ak TpajHa
eNIEKTPOHCKA HATjellalha — KBU30BU 3Haa, IPYIITBEHE UTPE U CII.

EnekTpoHcka TproBuHa — npojiaja T3B. TBpJAHX Ji00apa

Mosxke ce uzabpatu jenaH on cnujenehux Mojena eneKTPOHCKUX MPOAajHUX

Mjecra:

- MOjeJ TpaauiioHaiHe on-line mpogasHuIle (OBO Cy Malu Mpeay3eTHUIH
KOJU HMMajy TpaJuIlMOHAIIHY TProBauky (QuUpMy, a OTBapajy BIACTUTO
Web MjecTo Ha YdjuM CTaHMIIAMA IIPEACTABIbA]Y CBOjE ITOHYIE);

- MoOIen BHUpPTyenHe mpomaBHHUIle (ayhama) — oOHe Cy 3ampaBo caMo
(¢uKTMBHA TpoJajHa Mjecra Koja Ce cacToje OJf padyHapa W
oarosapajyhux mporpama y pyukuuju Web Mjecta, Te caMo Jbyau KOjH ce
OpuHY 11a 1mocao “uue’;

- MOJeN MjEIIOBUTE PeaJIHE/BUPTYEIHE MNpoaaBHUIlC (0Baj MOJET Malu
MpeIy3eTHUK JlaHaC Hajuenihie MpPakTUKyje Yy EJIeKTPOHCKOj TPrOBUHH,

156



Acta Economica

BehuM [ujeioM TproBuHa ce o0aBba Yy CTBApHUM  (DU3HUKUM
MpOJABHUIIAMA, aJTU Ce HyJIe MOTryNHOCTH TpProBama Ha JajbUHY, MyTeM
HNHTephera;

- Moje] NpPOJABHMIIE ATPAKTUBHUX cajpxkaja (IPUMjEHOM OBOT MOJeia
TProBIU TEXKe Aa Ce MaKkha KIMjeHTa KOHIICHTPHUIIEC HE Ha CJICMEHTE
censamje, Beh Ha cagpkajHe eJIeMEHTe TOHyAe, TO Cy OOHYHO
ATPaKTUBHU CaApXaju — y TPrOBHHH YMjeTHHHAMA, AHTHKBUTETHMA,
YHMKATHMA, HAKMTOM, JpAroLjeHOCTMMA, Kp3HOM, ‘‘€r30THYHUM
apTHKJINMAa, CKYIUX ayToMoOmiIa MojaepHe ojjehe, KyXHECKOT mocyha,
CKYNHX BUHA U CIL.);

- MOJeN DUCKOHTHE IpoAaBHHMIE (CIyKM Ipoaaju pobe Mmoa MoceOHUM
yCIOBUMA, y3 TIOMYyCT, JOAATHE MOTOAHOCTH WM 4YaK OecruiaTHUM
yCTynamuMa); y Taj MOJEN ce YKJIarna M MpOJaBHUIA KOPHINTEHe pode
(enrn. Second Hand Shop), on oxjehie 1o ayromobuia;

- MojeJN KIYICKe TProBUHE (IIPETIOCTaB/ba OCHUBAIE U OJIPKABAE T3B.
EIIEKTPOHCKUX MOTPOIIAYKMX KIyOOBa; HU OBAj MOJIENl HE HYIH HUKAKBE
3HAuUajHEe TEXHOJIOIIKE MHOBAIMje Y OJHOCY Ha IOMEHYTE MoJelle, ayiu
olpxaBa jedHy crenupuUHy, CaBpeMEHY MAPKETUHIIKY CTpaTerujy,
FOTOBO HEOCTBAPUBY y YCIIOBUMA KOHBEHIIMOHAIHOT TPrOBambAa);

- MOJEN NMpOoAaBHUIE “no Mjepu’ (MIpHUM]jembYje Ce y ClydajeBUMa y KOjuMa
ce mpojaja obaB/ba mMpeMa MOCEOHMM 3axTjeBMMa Kymana, Ouao jga ce
pamu o moceOHMM acoptuMmaHuMa Beh mocrojehe pobe wim o
MIPOU3BOAMMA KOje TeK Tpeba M3paanuTH).

EnexkTpoHcka TproBuHa — npojiaja T3B. MEKHX J100apa

3a pa3nuky oj TBPAMX, MeKa J00pa Cy OHa KOja Ce MOTY JUTHTAIM30BATU
U Y TaKBOM OOJIMKY NMPEHOCHUTH TEeJICKOMYHUKAIMOHUM Mpexama. [Ipumjep
TakBUX 00apa cy mHpOpMaIlje U3BOPHO UCKA3aHE Y PAZTMUYUTUM OOINIIAMA
(Tekct, cnuka, 3BYK, BHJIEO 3alMCH, NMOKPETHE CIMKE U CJ1.), pauyyHapCKU
nporpamu, Kommjyrepcke urpuiie. Kao CHHOHUM 3a eJIeKTPOHCKY TPrOBHHY
MEKMM J00puMa YecTO Ce€ KOPUCTU M H3pa3 eJIeKTPOHCKA IUCTpuUOyluja
coprBepa (enrn. Electronic Software Distribution — EDS), jep je ¢
(YHKIMOHAIHOT CTAHOBUINTA MOTIIYHO HEBAXHO je JIM TO “IpaBa’ TPrOBUHA
W “TIOKIamame , Tj. Hamtahyje nu ce Takas codpTeep win He. [IpenHocTu u
KOPHUCTH OJ1 OBAKBOI' HAUMHA TPrOBUHE CY:

— Meka jgo0Opa Huje TOTPeOHO TPETXOJHO MaTepHjalIu30BaTH
noxpamyjyhu ux Ha duzuuke Meauje (auckera, Buaeo tpaka, CD miun
DVD);

— OTNajajy TPOUIKOBU MAKOBaWka M TpaHCIOpTa (U3MYKUX HOCHIIAIA
Mekux pgobapa. Jom yBHWjek ce pjemaBajy U IpobOiiemu kpahe
coTBepa, Tj. ayTOPCKUX MpaBa Haj wuma. 3ato ce y MHTepHery
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BPEMEHOM I0jaBIJIa KOMIIAHUja YHUja je OCHOBHA JIjeJIATHOCT 3aIlTUTa
on codreepckor muparcra. OHO IITO Ce HYAM je Moce0aH HAYWH
“makoBama’(enrn. Wrapping) Mekux gobapa y CBOjeBPCHE
“murutanae omotHuue” (enrn. Digital Wrapper) koje omoryhyjy wiu
OapeM YBEJIMKO OTeXaBajy KOMPambe Ipey3eTor copTBepa.

HapyunBame n HabaBa MinTepHeTom

Kan memro Hapyuyje, omHOCHO HabaBiba MIHTEpHETOM, MaJIl TIPETy3EeTHUK
je y yJ03u KyIiia, Ia ce Tako W rnoHama. [1pu KylmoBUHU BEJIMKUX KOJIMYMHA
pobe wim mobapa BETMKUX BPHjeIHOCTH, Hajuenrhe ce paciucyjy TeHIEpHU 3a
MPUKYIUbake MOHyna — MIHTepHeT mpyxka MOryliHOCT paciucuBama TeHAepa
Web servisom wiiu JocTaBHUM JucTaMa. AKO ce paau 0 MambuM HabaBKama,
OJTHOCHO Hapylbama, MpeTpaxkuBarba WHpOpMAllMja paju MPOHATAKEHA
HajOoJbe MOHY/Ae M MoHyhaya, Majau MPeay3eTHUK MOXE OCTBAPUTH Ha JIBA
HayWHa:

—  caMoCTaJHHUM IpeTpaxuBambeM Web Mjecta u
— momohy noTponauykux HHHOPMAIMOHHX LIEHTAPA.

Y UntepHety ce Beh yBeIMKO KOPUCTE T3B. MHTEJIMICHTHU ajIaTH, a TO CY Yy
Behunu crnydajeBa amatu 3a nperpaxuBame (enria. Search Tool, Search
Engine) u oapeheHoM komuumHOM yrpaljeHe BjeliTauke HHTEIUTCHIH]E.
Hajyemrhe ¢pyHKIIMOHMITY TaKO a O KJIMjeHTa Tpake TauyaH A MPHOJIKAH
OIIMC TPAXKEHOT apTUKJIA M IIPOHAJIa3e yIIPAaBO TAKBY WM MPUOIIMIKHO TAKBY,
Tj. ciiuuHy nonyny. [Ipeanoctu kopuinhewma oBakBUX ajiata cy: Op3uHa paja,
YBU/[ y CTatbe MOHY I, HICKCUOMTHOCT MpU KopHiihielhy U 00jeKTUBHOCT.

Enextponcke ayknuje (eHr.. e-auction)

OBO je MoOkma ‘“HajaeMOKpPATCKMju  OOIMK IOCIOBama BOheHHMX y
cyberspaceu, jep ce cBako MOXe YKJbYUHUTH y ayKIIHjy, CMamyje ce MoryhHoct
30ynoTpede U “HaMjelITalbKu , 4 3arapaHTOBAH j€é BUCOK CTENEH TajHOCTH
TpaHCaKIHja, OJTHOCHO IIPUBATHOCT YUeCHUKA y aykijama. Takohe mocroje,
003UpOoM Ha IIMPUHY acopTuMaHa HyheHe poOe: OINIITEeHAMjeHCKE W
crieljaan3oBaHe aykuuje. MelhyTuM, erekTpoHCKe ayKIHje MOTY OUTH:

a) aykigje Ha KOjuMa IMjeHe MOHyJa Majy Kymuu (mpomaaBay AeUHUIIE
MUHUMAJIHY [[UjeHy, a KYIIH ce HajMmehy CBOjUM ITOHYyaMa) U

0) aykiuje Ha KOjuUMa IMjeHe IOHYyJIe Aajy IpoaaBauyu (OBIje IPOaaBavu
Mel)ycOOHO KOHKYpHINY CHIKaBajyhm nwmjeHy moHyheHe pobe; oBaj THI
aykuwje je pjehu o mpBOHaBEIEHOT).

Enexrponcko miahamwe
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[Mnahame je “kpyHa’ CBAKOT MOCIOBakba, I1a TAKO U OHOT LITO CE OCTBAPYje
Ha eIIeKTpOHCKM HauwH. I[lmahame KpemUTHOM KapTUIIOM JaHac je
HajIOMyJIapHUjU HAyMH Iutahama y MacoBHO] €IeKTPOHCKOj TproBuHu. He
MOXE€ C€ TBPJIUTU Kako je 3joynorpeba mpu mahiawmy KapTUIOM YOIIITE
Hemoryha, amy ce MO)XX€ TBPAUTH Aa OHE HUCY HU HPUOIMKHO OHOJHMKO
BjepOBaTHE Kao INTO je 3J0ymoTpeda KapTHIle y KOHBEHIMOHATHOM
nocnoBamy. Ilmahame kaprumom mytem WMHTepHeTa JaHAC HUje HUKAKaB
030MJbHU CHUTYpPHOCHHM MPOOJIEM aKo Cy MPEeTXOJHO IIpeay3eTe MHOTpeOHe
OpraHu3alMOHE MPUITPEME U TIPEApaIbe.

HNurtepHercko 6aHKAPCTBO

HMHTepHeTCKO 0aHKapCTBO JaHAac y CBHjETYy CE€ cMarpa jeQHUM Ol
HajyCIjeIIHUjUX TOCIOBHMX TNipuMjeHa HWMureprnera. Ha Taj nHauwmH
KOpHCHHUIINMA je oMOTyheHO Ma AMPEKTHO IMPHUCTYIAjy CBOJUM padyHHMa H
00aBJbajy HOBYaHe TpaHcakuuje myreM Web Mjecta 6anke. YpaBo 6aHKapu
BUje cBojy OymyhHoct y kapruunama u WaTepHery. Jlakie, y3 ynoTpeOy
ycayra WHTEPHETCKOT OaHKapcTBa, Malld TIPEeQy3eTHUK MOXE BpPJO
jemHoCcTaBHO, 0Oe3 mpuIpeMa W TPOIIKOBA, CaM IIO CBOM Haxohemwy u
norpebama obaBpaTH caujeaehe IOCIOBe: MperiedaTH M aHAIW3UPATH
JleTa’be CTama CBOjUX OAHKOBHHMX pauyHa, NperjiefaTd M aHaIu3upaTH
KpeTama Cpe/ICTaBa Ha CBOJUM PAauyyHHMa y HEKOM IMPOTEKIOM pa3moliby,
IIPEHOCUTU CpEJACTBAa Ha Tyhje pauyHe IMHAMHKOM KOjy caM OJIpe[iu,
ycknahpBaTH  COIICTBeHe  (DMHAHCHjCKE  CBUACHIMje ¢  OAHKOBHHM
eBUIEHITMjaMa, BP0 Op30 pearoBaTd Ha Tpelmike y OaHKOBHUM oOpamama |
eBUJICHIIMjaMa,  YOIIITEHO,  YIpaB/haTH  BJIIACTUTUM  (PUHAHCH]CKUM
CpeacTBUMA.

CUTI'YPHOCHMU ITPOBJIEMUA Y UHTEPHETY

HHTepHeT mpencraBiba MPOCTOP Y KOjEM CY YOUbMBU OpPOJHU THUIIOBU
Hamaja Ha CUrypHocT oOyxBahenux cyGjekara. Mako cy MHOre OJ TaKBUX
OIACHOCTH BPJIO MAJIO BjepOBATHE, MIIAK HA HUX YBHjEK Tpeba pauyyHaTH W
Bj€pOBaTH Ja Ce TO “MeHM He MOxe noroauTt . He 3a60paBuMO: Xakepu u
KpaKepd HHMCy HHUINTA JPYro JO Hamagauyd Ha CHIYPHOCT OCTaJIUX
MUHTEPHETCKUX KOPMCHHUKA, JAaKIe HajoOuuHMju KpuMuHanu. CaMo TaKBHUM
UX Tpeba CXBaTATU U TPETUPATH.

Pusniiy y eleKTpOHCKOM IOCIOBakhY MOTY €€ CBPCTAaTH Y YETHPH OCHOBHE
KaTeropuje:

1. TyOGuTaK MHTErpUTETA MOJATAKA — HAIaday MUjeba, KPae WM YHUIITABA
Hallle MOCIOBHE IOJATKE WIM Tak crBapa (moamehe Ham) nakwue
uHpopmanuyje;
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2. yrpoxaBame MPHUBATHOCTH MOAATAKA — MPHUBATHHU MoAald O (HUBHIKUM
WM TIPaBHUM ocobama JIOCMUjeBajy y pyke HeoBnalheHnX KOPUCHUKA;

3. HeMmoryhHocT kopumrhema oxapelheHe yciayre — IjeloBameM Hamajgaya
KOPHUCHHUK Ce TOBOIHU Yy MO3UIH]Y 1a HE MOXe, MPUBPEMEHO WIN TPajHO,
KOPUCTUTHU MHTEPHETCKY YCIYIY Koja My je HOTpebHa;

4. TyOUTAK KOHTPOJE - WHTEPHETCKE YCIyre KOPUCTE Ce Ha JIOMYIITEHH
HAYMH; a1 HEKOHTPOJIKMCAHO, YUME C€ HEKO JPYTU yrpoxaBa WIH My ce
HAHOCH ILTETA.

CurypHocHe Mjepe mNpumujerbeHe y MHTepHeTy, Tj. Yy €IeKTPOHCKOM
MOCJIOBAbY MOTY C€ CBPCTATH y TIET KaTeropuja:

—  TOCTYIILH ayTopHu3aluje,

— Mjepe kpunrorpadcke 3aITure,
—  TIOCTYIIIHM ayTeHTU(duKamnmje,
— Mjepe aHTUBUPYCHE 3aIITUTE,

—  Mjepe 3allITHTe TPUBATHOCTH.

AyTtopuzaija je TIpoBjepa oBiamhema U o0aBiba ce oapeheHuUM
nporpamMuma y pauyHapy oxapehenor Web Mjecta, a OCHOBHHM je IIMJb TAKBHX
mporpama TauHO MpoBolewme mpaBuia o0 ToMme Imta KopucHuk Web wmjecta
cMmmje, a mTa He cmuje paauth. [IpoBjepa ce o00aB/ba Ha OCHOBY
uaeHTu(dUKaIMje KOjOM ce KOPUCHUK IpeacTaBiba Web mjecry.

Mjepe KpHUNTOJOIIKE 3aIITHTE KOPHUCTE METoAe Koje he mapTHepuma y
KOMYHHUKaluju o0e30ujeluTh TajHOCT, Tj. oHemoryhutu HeomnamiheHe wim
HeXXeJbeHEe KOPUCHUKE J1a Pa3yMUjy MOpyKe Koje ce pasMmjemyjy. Kpunrupame
ce oOaBpa YTBphEeHMM TIIOCTyNMIMMa KOjU C€ Ha3WBajy KPHUITOIOMIKUM
anroputMuMa. CBaKu KPUITOJIOIIKY aITOPUTAM MOXXEMO TpaHcHopMHCATH Y
pauyHapcKu MpOrpaMm; 3aTo ce 3allTUTa Mopyka (mojgaTaka) ocTBapyje
jemHOCTaBHO W Op30 moMmohy pauyHapa. M300p KPHUIITOJIOMIKOT alropuT™Ma
onpehen je xkpydem (enrn. Key) m xipydeBa moxe 6utH Buie. JlaHac cy y
motpebu aBa Kpunrtorpadcka CHCTeMa: CHMETPHYHHM CHCTeMU (C TajHHM
KJbydeM) U aCHMETPUYHH CHCTEMH (C jaBHUM KJbydeM). Y eJICKTPOHCKOM
nocioBamy BiacHu Web Mjecta Mopajy oMoryhut cBOjUM KOPHUCHUIIIMA
Kpunrtorpad)cKy 3allTUTY NMOAATAKA KOJYy My OHH MOpajy IOCIIATH YBHUjEK KaJ
OHHM UMajy KapakTep TajHe WIM KaJi TO KOPUCHHMK, U3 OWIO KOT pasjora,
3aXTHjeBa.

AyTtentugukaiuja je mocTynak mpoBjepe BjepoI0CTOJHOCTH nmojgaTaka. OHa
je y eNeKTPOHCKOM IIOCTIOBamby HYXKHa, jep ce YBHjeK MOpa NpOBjepaBaTH
OJIrOBapa JIM MpHUMJbEHA TOpYyKa CaapiKajy 3aucTa IocjaTe MOpyKe WU je
MOXJa TOKOM IpeHOCa HEeKO HeoBjamheH, YIIPKOC CBHUM MjepaMa 3allTHUTe,
WIIaK MPOMMJEHHO HbE3UH caiapikaj. Y Ty CBpXy Ha VIHTepHETy ce KOPHCTH
texHuka gurutanHor normuca (Digital Signature). Ta Ttexnuka he ce
TIpUMjEIbUBATH Kall Cy TMOpPYyKe Koje ce pasMjemyjy Iyxke (HIp. MOpyKe y
eNeKTPOHCKO]j TomTH). Tama ce CBOM CBe Ha TO JIa Ce CAMO MaJI JTUO MOPYKe
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KpHIITYje, OH ce y 3amTulieHoM OOJIMKY J0/aje OCHOBHO] MOPYIM Y BUIY T3B.
JMUTUTATHOT moTmuca. Jlakie, TUIUTATHU MOTIMC HeMa Be3y ca BIACTUTHUM
ITOTIIMCOM, OCHM IITO j€ jeAHO3HAYaH Ka0 U OH. JEAHO3HAYHOCT AUTUTAIHOT
MOTIIMCA OCUTYpaBa Ce CIy4ajHUM U300pOM y30pKa MOPYKE KOJU Ce KPUITYje
Ha MjecTy ciama. [Ipumanain nopyke He Moxe QaycupukoBaTH MOTIHUC, jep
HE 3Ha KaKO je CTBOPEH, IITO OHJ/Ia YMHU OCHOBY 3a MPOBjepY ayTeHTHYHOCTU
MOTIIMCA, & TUME U I[JEJIOKYITHE MOPYKE.

Mjepe aHTUBUPYCHE 3allITUTE

Pauynapcku BHpycM W LpBH Cy NPOTPAMH, IMPOTPAMCKE PYTHHE WIH
CErMEHTH KOjU Ce “Iujerie’ Ha peryjiapHe KOPUCHMYKE WM CHCTEMCKE
porpame, a uMmajy ocoOMHY pa3MHOXaBama, y3poKyjyhu morenikohe mpu
pany uHbopMmMaThyKe ompeMe, Te omTeheme WWIN YHHUINTEHE TaTOTeKa
rporpama /iy mojaTaka.

Bupycu ce “nmjeme” Ha padyyHapCKH IIPOrpaM y BPHjEME EbETOBOT
u3Bohema, TaKo J1a MOTY Tpey3eTH KOHTPOIYy IpU CBAKOM HErOBOM
ciujenehem m3Bohemy. 3aBUCHO O TOME KaKO Cy OOJIMKOBAaHU, OHU CE€ MOTY
oamax ManudecroBaT (“jaBUTH ) W/WIIM PENPOLYKOBATH y HOBOj OKOJMHH
WM HEKO BPHMjEME OCTATH NPUTAjeHu (KaJ| ce Ha3UBajy “IIOrHYKUM Gombama’
- Logical Bomb).

LpBu cy mporpaMu Koju ce IMOHAIIAjy BPJIO CIWYHO BHUPYyCHUMA, AN j€
pasnuKa y TOMe IITO Ce BUPYCHMa MOXeE 3apa3iuTH CaMO OHaj pauyHap y KOju
Cy OHHU YHHUJETH C TMOAalliMa CTBOPEHUM Ha HEKOM JIPYroM HHQHUIIMPAHOM
pauyHapy, JOK LpBU “Bpebajy , MOMYT HEKUX IPYMCKUX pa3bojHuKa, Y
MPEKH U “Iujene’” ce Ha M3BOPHO HE3apaKeHe MOJATKE TOKOM IIPEHOCA.

HaHnac cy pa3BujeHe ABHUje IPyIe Mjepa AHTUBUPYCHE 3aLITHUTE:

a) Mjepe MpeBeHTUBHE aHTHUBUPYCHE 3aIITHUTE,

0) Mjepe KypaTHUBHE aHTUBUPYCHE 3aILTHUTE.

Haj6osbu edekat najy Mjepe MpeBeHTUBHE aHTUBUPYCHE 3aIITUTE (110 OHO]
CTapoj y3peuunyu “60Jbe CIIPUjEYUTH Hero JujeunTr’ ). Mely muma noceGHO
Cy 3HaYajHe:

— wusbjeraBame YIOTpebe padyyHApCKUX IIporpaMa HEMO3HATOr WIIH
CYMILUBOT TTOPHUjEKIIa, Tj. H3BOPA;

— wu30jeraBambe mpecHuMaBama Shareware um Freeware mporpama us
HuTepHeTa, ako OHHM HHCY JIUIEHIIMPAHU, Tj. aKO CE HE 3HA KO UM je
ayTop;

— wusbjeraBame ynmoTpebde ompeMe 3a KOjy HHje M3BjeCHO je JI 3apa’keHa
BUPYCOM WU HUJE;

— PEOOBHO CTBapame PEe3epBHUX KOMUja MOAaTaka M Iporpama, Te
BUXOBO UyBamhe Ha (PU3UYKU CUTYPHOM MJeCTy;
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— obaBe3Ha ymorpeba aHTUBHPYCHUX Iporpama IpHUje MOYeTKa WU
MMOBPEMEHO TOKOM paja.

TexHNMYKN HAjjeMHOCTABHUjU, Tl OOWYHO M HAjCKYIUBHM IOCTYNAK j€ T3B.
peopmMaTupare CBHX aKTUBHUX HOCHIAlla IoJaTaka W padyyHApPCKUX
MeMopHja (MATHETHH TUCKOBU, JIUCKETE), OAHOCHO HUXOBO YHIINCHE OJ1 CBUX
nocrojehmx campikaja, ma oHma M O BUpYyca.

HaxamocT, wak u mpedopMatupame HOCHIAlla MoJaTaka U MeMopHuja y
HEKUM IOCEOHO TEIIKMM CiydajeBuMa WHQEKIMje HUje TOTIIYHO CHUTypHA
METO/la AaHTUBUPYCHE 3amThTe. Tajga je HYXKHO TIpUMjemUBATH T3B.
aHTUBUpYCcHe JnjekoBe (eHra. Antivirus Remedy), onHocHo nporpame koju,
y3 MpOHANaXewke BUPYCa, NOAPa3yMUjeBajy aKTUBHOCTH OTKJIAmama IITeTa
IITO UX je BUPYC M3a3Bao (“Iujeuere o1 60aectn’).

Mijepe 3amTuTe NPUBATHOCTH

[TosHatu mpumjep yrpoxaBamba NMPUBATHOCTH BPEMEHOM Cy MOCTANI T3B.
“komaunhin”  (enrn. Cookies). “Komauuh” je cerMeHT momaTaka Koju
WHTEPHETCKU MOTPAXWIAIl TIOCTaB/ba HA KJIMJEHTCKOM pauyyHapy Ha 3aXTjeB
nociyxunana Web-a. Obudyno ce To paau kaja ce Hekom Web MjecTy Heku
KOPMCHUK NpHjaBbyje mpBu myT. Web mnocnyxunan he “samamrutu’
KJIMjEHTOBA NMUTaKa M MPENO3HATH MX Kaa oH ciujenchm myr “mocjetn’ TO
Web wMjecro. KoHCTaHTHUM axypupameM, IPOBjepaBameM M aHAIU30M
“konmaunha”’, Bmacnuk Web mocmyxkuona, OZHOCHO MjecTa MOXe TPajHO
MPUKYIUBATH WHPOpPMAIMje O OIpeheHOM WM CBUM KIHMjEHTUMAa y 4YHje
pauyHape je yrpamuo “konmauuhe”. M3BopHa Hamjepa “kosnaumha’ je Guia
MIOIITEHA Y HaMjepu — OHH cy Tpebaan moMohu mpyu eneKTPOHCKOM TProBamby
HAa JIBa HAYWHA!

— onakmaBajyhn Kymiy TpoHANaXEHme TPAXKEHUX, NPEUN3HUX U
aXypHUX HHPOpPMAIIFja O TOHYAN ofpel)eHnX MpoaajHuX MjecTa,

— onakmaBajyhu nmpogaBady nHpopMucame MOTEHIM]ATHAX Kylala o
HOBOCTUMA Y BJIACTUTO] TIOHYTH.

BpemenoM ce mokasano ga “komaumhm’ mory O6utu MONWHO CpEICTBO
“IIMUjyHaXke M yrpoXkaBarba MPUBATHOCTH KIMjeHATa , jep HEKH JPYrH
KopvcHUIIM MHTepHETA O HWUMa MOTY 3HaTH (“Ca3HaTH MpeBHINE ) |
U3BPraBaTH UX Pa3IMYUTHM HEYTOJHOCTHMA, 114 YaK U J0 YI[jeHe U IPUjeTHE.
3ato manac “xonaunhn’ MMajy HemoTpeOHy HEraTUBHY peENyTalHujy, ajlu
WHTEPHETCKU TPTOBIM TMOIITEHUX HaMjepa MOTY HX YCI[jEeITHO KOPUCTHTH 3a
UCTPAXKHUBAIHE TPIKHUIIITA.
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3AK/JbYYAK

HHTEpHETCKO TPXKUIITE je OTBOPEHO CBAKOME — OHO HE IT03HAje BEIIMYUHY
¢upMe, HU [djenaTHOCT KOjOM ce OaBM; HCTO TaKO, HUje My BaKHA HHU
HAIIMOHAJIHOCT, HUTH TIOJIMTUYKO OIpeijebebe Ipeny3eTHrKa. VHTepHeT
IpyXa IIaHCy CBaKOM J1a A00po KyIlyje, IIpolaje, pekiaMmupa ce, ocTBapyje
IIOCJIOBHE KOHTAaKTe, pa3BUja MPOU3BOAmY, IpYXka yciayre, 3a0aBjba ce U —
3apaljyje. 3aHuUMIBUBO je, MeljyTuM, fa cy HajBehu ycmjex Ha MHTEPHETCKOM
TPXKUINTY ¥ EJIEKTPOHCKOM IOCIIOBaKkY WMaju Oall Malau Ipeay3eTHULH,
OTBOPEHHU 3a IIpoMjeHe, (IEKCUOWITHA, aMOUIIMO3HU U HeomnTepeheHn cTapum
CXBaTameM M HAUMHUMA paja.

U nHa xpajy, Oynyhu ga »KuUBUMO y ITMHAMUYHOM CBHUjETY Y KOjEM ce U3 JaHa
y JaH jaBJbajy HAjpa3IUYUTHjU M CTAJHO HOBHU MPOOJIEMH, NMHUTAIE JIMYHE
CUTYPHOCTH IIOjeIMHAIIa, TOCIOBHE CUTYPHOCTU IPUBPEAHHMX CyOjekaTa H
OIIIITe HAIMOHAJIHE CUTYpHOCTH HaMmehy ce came ojn cebe. MHTepHeT Kao
(eHOMEH HOBHjer natyma M caM JOHOCH OpojHe Oe30jeqHOCHe mpobieMe u
pU3MKE KOjU TpHje HHUCY ITIOCTOjalM WM ce OapeM 3a HUX HUje 3HAJo.
[Mpob6nem je Behu mto y UHTEpHETY HEeMa HUKAKBOT (hOPMAITHOT ayTOPUTETA
KOju OM CHUCTEeMCKHM paau0 Ha MPEBEHINjH U Cy30Hjary HEMOIyIITEHHX,
HEMOPAJIHUX WJIM ONACHUX aKTUBHOCTH — HeMma, OapeM 3acaja, HUKAKBe
“HHTEpHETCKE KPUMIIOIMIMjE , YMju OM 3amaTak Ouia Opura O CMI'ypHOCTH
L[JeJIOKYITHE UHTEPHETCKE KOPUCHUUKE 3ajeTHUIIC.
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THE WORLD OF THE ELECTROBIC BUSINESS AND
SAFETY - SECURITY PROBLEMS

Dusanka Stojanovic, Mico Stojanovic, Vesna Maric

Summary

A main queston related to any crypto-sistem is the security of
cryptographic informatio protection which assumes the degree of the
system resistance against cryptoanalytic attaks. Two basic elements
determine the criptosystem security: the involved criptographic principles
and theirs tehnical realization.

Key words: cipher-generator, ciphered text, protection of electronic
cash.
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