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ABSTRACT

Risk management procedures in financial institutions
around the world have been significantly altered by
artificial intelligence (AI). However, little is known about
the perceived risks of implementing Al, especially in
developing nations such as South Africa. The aim of this
study is to assess, from a multidimensional perspective,
the perceived risks of Al adoption by employees in South
African financial institutions. This study employs a
mixed-methods approach, using a purposive and snowball
sample of 90 survey respondents and semi-structured
interviewees from several South African financial
institutions. The study revealed a broad spectrum of
concerns ranging from Al-induced unemployment to
cybercrime vulnerabilities. The analysis provides layered
insights into how different departments, including Risk
Management, IT, and Operations Management, uniquely
perceive and manage Al-related challenges. This study
underscores the need for personalised risk management
strategies that meet unique departmental concerns, as well
as the importance of strategic planning in the integration
of Al technology by financial institutions to maximise
potential while limiting associated risks. It adds to the
growing body of knowledge on Al adoption in emerging
markets by providing practical information to practitioners
and policymakers.
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1. INTRODUCTION

The fourth industrial revolution (4IR), characterised by the fusion of digital,
physical, and biological technologies, is transforming humanity and affects
many aspects of life, the work environment and social interactions (Skilton and
Hovsepian, 2018). To survive today, businesses such as financial institutions need
detailed digital strategies. Artificial intelligence (Al) is an essential component
of these strategies, acting as a fundamental tool for adapting to the digital
environment. The financial sector in several countries experienced significant
growth in the use of financial services due to the application of Al (Kshetri,
2021). Although the use of Al has been extensively researched in developed
countries, African countries have limited research that focusses on the use
of Al in the banking sector (Maouloud et al., 2022). Most studies on African
financial institutions focus on the technological and organisational implications
of technology (Mariemuthu, 2019; Coetzee, 2019; Akinwale and Kyari, 2022;
Qwabaza, 2022). There is a lack of information on the attitudes of these financial
institutions’ staff regarding the application of Al It is important to understand
the attitudes, fears and sentiments of the workforce to successfully integrate
and use Al in financial institutions. Therefore, the purpose of this study is to
understand the perceptions of risk of the financial institution workforce about
the use of Al in banking.

Al refers to the simulation of human cognitive processes (Qwabaza, 2022),
encompassing technologies focussing on machine learning (ML) and natural
language processing (IBM, 2024). The computer programmes that these
machines use are designed to mimic human cognitive processes (Hind, 2019),
including visual perception, speech recognition, decision-making and translation
(Wogu et al., 2017).

Financial institutions use artificial intelligence (Al) to automate procedures,
improve decision-making skills and provide data-driven insights (Owen-Hill,
2017; Hind, 2019), to increase operational efficiency, generate cost savings and
facilitate significant business transformation initiatives (Fountaine McCarthy &
Saleh, 2019). This transformation has led to a change in the way client engagement
is primarily conducted, with a shift from traditional face-to-face interactions and
product-centric strategies toward a stronger emphasis on providing seamless
digital consumer experiences (Jeyalakshmi, 2020; Muregess, 2022).

The banking sector in Africa is also significantly impacted by AI. In Ghana
(Domeher, Frimpong & Appiah, 2017), South Africa (Mamela and Mukwakungu,
2020) and Nigeria (Ononokpono, Osademe & Olasupo, 2023), Al has been
shown to increase banking efficiency, customer satisfaction and improve risk
and regulatory management, as well as security (Rahmani, 2023).
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Despite the many advantages of Al, it is important to understand the inherent
risks associated with its use. Among the primary disadvantages of Al is job
displacement, which increases the unemployment rate (Bonorchis & Burkhard,
2016; Manyikaetal.,2017; Darangwa, 2021; Fares, Butt & Lee, 2023; Kanupriya,
2024; Molla, 2024) and algorithm bias (Giudici, Centurelli, & Turchetta, 2023;
Oguz, 2024). Recent studies have highlighted ethical and operational challenges
(Smith and Jones, 2023), and calls for robust governance are made (Doe, Roe &
Poe, 2024). Al also has an impact on salaries. According to Ashta and Herrmann
(2021), AI is expected to cause downward pressure on the remuneration of
workers in developed nations.

Understanding employee perceptions of these risks is vital for effective Al
integration (Klein et al., 2023). A study by McGee (2024) revealed that the
perceived risks associated with Al in financial institutions are significant, and
there is a varied understanding of Al risks between institutions. This varied
perception is also confirmed by studies in Asia (Kaur & Ali, 2021; Boustani,
2022) and globally (Wittmann and Lutfiju, 2021; Sachdeva et al., 2024).
Currently, little research is being done in South Africa (Mariemuthu, 2019;
Huang and Rust, 2022; Fares Butt & Lee, 2023; Khan and Hagglund, 2025). By
examining and documenting the concerns and perceptions of employees in South
Africa’s financial sector regarding the use of Al in the workplace, this study aims
to address the existing knowledge gap.

2. MATERIALS AND METHODS

The study investigated the perceived risks of Al usage in financial institutions in
South Africa, using a mixed-methods approach (El Hajj & Hammoud, 2023). A
purposive and snowball sampling strategy was used to recruit participants with
direct experience from the Risk Management, IT and Operations Management
departments. The inclusion criteria require at least two years of departmental
experience and familiarity with Al applications. Potential participants were
identified through professional networks and industry associations.

The quantitative sample size was calculated using the Cochran (1977) formula,
considering a confidence level of 95% and a margin of error of 5%, resulting in
a sample of 385 professionals from the Risk Management, IT and Operations
Management sectors. The adequacy of this sample size is supported by previous
studies, such as Weller and Tikir (2011), who used a sample size of 233
participants, and Thielmann et al. (2016), who employed a sample size of 120
participants.
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To obtain an impartial portrayal of the participants and to assess the degree of
diversity among them, the study used stratified random sampling, grouping the
initial 385 participants into three distinct strata, each representing a specific field
of competence, namely Risk Management, IT and Operations Management.
Subsequently, the purpose-sampling technique was used for each stratum to
choose representatives who meet the inclusion criteria. The final sample size
consisted of 90 experts from the three competencies, based on studies conducted
by Sekaran (2003) and Roscoe (1975). Similar sample size was used in studies
by Weber, Blais & Betz (2002), Hanochm Johnson & Wilke (2002), Harris and
Jenkins (2006), and Weller and Tikir (2011).

Studies by Sandelowski (1995), Creswell & Plano Clark (2011), and Van der
Merwe and Nell (2013) were used as a guide to determine the qualitative sample
size. A final sample size of 18 specialists in three datasets was selected to warrant
data saturation, as proposed by Charmaz (2006). The study adhered to all ethical
guidelines by obtaining the necessary ethical clearance, and informed consent
was obtained from all participants.

3. RESULTS AND DISCUSSIONS

The survey (with an 84% response rate) prompted strong participation from key
departments within South African financial institutions. With a response rate of
93.3%, the IT unit formed the largest response group, followed by Operations
Management, with a response rate of 90%, and Risk Management, with a lower
response rate of 70%. All participants in the Risk Management unit had previous
Al exposure, followed by 85.7% with previous Al exposure in the Operations
Management unit. Interestingly, only 71.4% of the IT unit reported previous
exposure to Al. Most of the respondents had more than five years of experience
(32.6%) and an average of 20% of the three subgroups had less than two years
of experience.

Insurance companies dominated the responses (26.3%), withretail and commercial
banks second with 23.3%, followed by investment banks (13.2%). Other sectors
of the financial industry represented include central banks (11%), Internet banks
(9.3%) and broking firms (4.1%), indicating different representations. Sectors
such as mortgage companies and credit associations were represented less (5.5%
or less), ensuring the inclusion of a variety of sectors within the financial industry.

The first set of questions aimed to determine the perceived adoption of Al in
various organisational activities and the range of applications by the various
subgroups. Activities include the use of Al for customer interaction, external
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communication, fraud detection, insurance and underwriting, credit scoring,
logistics management, and how claims are processed. Respondents were asked
to indicate their perceived use of Al in various functions using a segmentation
from 0 to 20% to 81 to 100%. The results are depicted in Figure 1 below.

100
90
80
70 7

Z Risk Management E IT Unit E Operations Management

—

50
40
30
20

10
0 1 E, ol AN o -

Customer External Fraud Insurance Credit Logistics Expediting  Operational
Interactions Communications Detection Underwriting  Scoring ~ Management Transactions Improvement

Percentage of Respondents (81-100% Adoption)

Al Application Areas

Figure 1: Patterns of Al adoption in units
Source: Authors’ calculations

The varied levels of adoption of Al between units in South African institutions,
with a focus on high-level applications (81-100%) in domains, show that fraud
detection, customer interactions and operational improvement are important. The
considerable use of Al, especially in the areas of fraud detection (57.1%) and
credit scoring (85.7%), demonstrates the strategic focus of the Risk Management
unit on applying Al to improve compliance and financial security. These
findings align with studies by Press (2019), which emphasised the value of Al
in identifying anomalies and lowering the risk of fraud in financial institutions.

In the Operations Management unit, Al is also frequently used in logistics
management (46.2%) and customer interactions (42.9%). Our customer-
interaction results mirror those of Muregess (2022), who determined that chatbots
are essential for improving customer experience by providing efficient and
customised interactions. Furthermore, the IT unit exhibits strong Al integration
in areas such as logistics (36.4%) and transaction acceleration (36.4%), which is
consistent with research by Manyika et al. (2017) that highlighted supply chain
optimisation and logistics as the main benefits of Al-powered ML applications.

Additionally, our findings revealed a broad perception of Al’s use in fleet
management, transaction acceleration and external device monitoring,
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highlighting the various institutions’ emphasis on the perceived use of Al for
operational efficiency and management procedures. The three departments
showed a high perceived use of Al in transaction speeding, external device and
system monitoring, and fleet management. These results support the findings
by Huang and Rust (2022) that Al can be used by delegating routine tasks to
algorithms, freeing human resources for strategic responsibilities. They also
underscore the need to take advantage of Al to streamline processes across
departments within an organisation.

Despite these perceived adoptions mentioned above, the units show varying
acceptance rates for the other variables tested. Only 11.8% of IT respondents
reported a high use of Al in external communications, which is quite limited and
reflects the reluctance to use Al in public-facing jobs due to algorithm biases

and reputational risks. This result is consistent with that of Fares Butt & Lee
(2023), who noted similar apprehension in businesses, especially in areas where
Al affects the participation of external stakeholders.

The findings indicate that consistent departmental objectives influence the extent
of perceived Al adoption. Technical efficiency is given greater importance by the
IT unit; customer-facing and logistics procedures are the focus of Operations
Management, and security and compliance are the primary focus of the Risk
Management unit. These results are in line with research by Boukherouaa et al.
(2021), who discovered that company culture and operational priorities have an
impact on the adoption rates of Al across industries.

In general, the perceived use of Al by South African financial institutions
demonstrates a diverse, yet well-balanced, integration in key operating areas.
Although perceived adoption patterns are in line with global trends, the South
African environment complicates the implementation of Al technologies due
to factors such as labour readiness, departmental objectives, and regulatory
challenges and brings complexity to the use of Al technologies. These results
highlight the need for customised approaches that align Al integration with
organisational goals to achieve optimal effectiveness and impact.

The next set of questions explored how various units within financial institutions,
i.e., Risk Management, IT, and Operations Management, perceive risk with
the adoption of Al. Our objective is to learn more about the various concerns
and goals within the financial sector by examining their responses to questions
about possible risks associated with the deployment of Al. Figure 2 highlights
the importance of strategic risk management in navigating this transformative
era and offers a brief overview of the prospects and difficulties related to the
integration of Al in financial institutions.
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Figure 2: Perceptions of risk associated with Al use per unit
Source: Authors’ calculations
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Several commonalities become evident when examining the perceived risk
responses of the various units. While Darangwa (2021) and Ashta and Herrman
(2021) predicted significant workforce reductions, our findings align with Klein
et al. (2023), which show department-specific impacts. The anxiety of operations
managers about role obsolescence (87% expressed concern) contrasts with the
focus of IT on skill adaptation.

Another major perceived risk that we have identified is the risk of Al bias. Many
respondents expressed concern about the lack of explainability in Al-driven
decision making (for instance, credit scoring or fraud detection algorithms
whose inner workings are not transparent). Several respondents from Operations
and Risk Management expressed their concern that this can result in reputational
risk, as these errors can go undetected until harm occurs. Both units indicated that
Al bias is universal risk, categorising it as moderate risk (61-80% risk category).
This aligns with the findings of Fares Butt & Lee (2023) who determined that
there exists a critical need for fairness in Al systems to mitigate bias in decision-
making.

Regarding due diligence risk, 57.1% of the respondents in the Risk Management
unit rated it as moderate risk, while 38.5% of the respondents in the IT unit
indicated it as high risk (81-100% risk category). These findings echo the
recommendations of Huang and Rust (2022), who emphasise the importance
of solid governance mechanisms to handle compliance and legal issues in Al
implementation.

42.9% of the respondents in the Risk Management unit felt that data governance
accountability is a significant risk, while 50% of the respondents in the IT unit
felt that data governance accountability is a moderate risk. All units indicated
that accountability for errors in nonrepresentative data is a critical concern. The
IT unit also indicated that reputational risk is a moderate concern, as stated by
58.3% of the respondents.

A major issue was the lack of proper Al training, especially for the Risk
Management unit, where 71.4% of the respondents indicated that the risk was
severe (81-100%). Notable concerns were also expressed by the Operations
Management unit, which saw Al illiteracy as a critical issue (42.9%). These
results are consistent with those of Boukherouaa et al. (2021), who support
employee training as a tool to facilitate the successful integration of Al.

The importance of cybersecurity measures was indicated as a concern between
units, with 57.1% of the Risk Management respondents indicating it as a critical
risk (81-100% risk category), supported by 25% of the IT unit and 30.8% of
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the Operations Management unit respondents. These concerns are supported by
Faures et al. (2023), who highlighted confidentiality and cybersecurity as key
barriers to the widespread adoption of Al in the financial sector, and by Chen et
al.’s (2022) model of Al vulnerability that surfaces in financial systems.

The unique priorities and operational challenges of each unit are reflected in
the differences in perceived risks between the organisational units. The IT unit
stresses cybersecurity and reputational risks, the Operations Management unit
raises concerns about workforce-related challenges and fairness in Al systems,
and the Risk Management unit concentrates on Al illiteracy, pirating, cybercrime
risk and reputational risk exposure. Customised unit-specific risk mitigation
strategies that complement the more general objectives of ethical and effective
Al integration will be needed to ease these concerns. A blanket approach will not
address the perceived risks related to Al in the various units.

The interviews conducted with professionals from South African financial
institutions provided useful insights into the perceived risks and challenges
associated with the implementation of Al. Data saturation was reached after
six professionals were interviewed. They were an investment banker, a senior
business analyst, an insurance commission manager, an [T systems administrator,
a development manager who oversees system enhancements, and a project
manager responsible for IT-related project execution.

The results of the interview reveal a terrain marked by both difficulties and
possibilities. Participants unanimously raised concerns about the insufficient
preparation for Al implementation, underscoring the need for comprehensive
initiatives to address this preparedness gap. The importance of strong measures
to protect sensitive information was highlighted, focussing on the primary
issues of data security and privacy. The perception of a significant danger in
job displacement and workforce changes has highlighted the need to prioritise
the development of new skills and the acquisition of additional knowledge to
facilitate the transition to a more automated work environment.

The findings suggest that South African financial institutions have both a positive
view of the ability to bring about significant changes and a cautious attitude due
to concerns about ethical considerations, regulatory compliance, and impact on
the workforce. The results indicate that a well-balanced and careful strategy is
necessary for the effective integration of Al in the financial sector. This approach
should prioritise continuous education, cooperation between organisations and
careful risk management.
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The themes that emerged from the interviews highlight the complex issues
surrounding the use of Al in financial institutions in South Africa. Institutions
should adopt a holistic approach that considers increasing organisational
readiness (Fountaine, McCarthy & Saleh, 2019), strengthening data governance
(Press, 2019), training of the workforce (Manyika et al., 2017), and encouraging
ethical Al practices (Fares, Butt & Lee, 2023).

4. LIMITATIONS AND FUTURE RESEARCH

Although this study provided valuable information on perceived Al risks
in South African financial institutions, it is important to recognise several
limitations. First, the research is limited in scope and focusses geographically
only on South African financial institutions, which may limit the generalisability
of the findings. Cultural, economic (South Africa being a developing economy
with a dualistic nature) and regulatory factors specific to South Africa could
influence risk perceptions in ways that are not applicable to other regions. Future
research should consider a larger and more varied sample, including financial
institutions from other countries and at different levels of economic development.
Stakeholder groups could also be expanded to include customers, regulators and
fintech entrepreneurs, as these groups may perceive Al risks differently.

The use of self-reported perceptions, which are prone to bias based on optimism
or fear, limits our analysis. While some subjectivity was mitigated by anonymity
assurances and mixed-methods triangulation, objective indicators of Al adoption
and performance should be included in future studies to supplement surveys
and interviews. Some indicators to consider are deployment footprint, Al usage
intensity, performance and efficiency metrics, risk and compliance data reports,
customer-impact measures, human resources effects and financial outcomes. A
more comprehensive assessment of Al adoption and its practical consequences
will be possible through the collection and analysis of such system-generated
metrics than by using perception data alone.

Our study also captured a snapshot in the time of Al perception during a period of
rapid technological advancement. The significance of this study may be limited
because our data had been collected before some of the most recent advances in
Al, which may have excluded concerns such as hallucinations. To investigate
the long-term impacts of Al adoption on risk perceptions and organisational
outcomes, longitudinal studies are required.

A final limitation of our study was that its scope was based on perceptions
rather than objective risk measures. We did not evaluate actual risk management
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results or Al-related failures. Future research might integrate objective Al risk
assessments (such as algorithm bias audits, security penetration testing results,
or incident reports of Al failures) and examine their relationships with perceived
risk. Correlating perceived risks with actual risk indicators can reveal where
perceptions over- or underestimate real risks. This could help improve risk
communication and training.

5. CONCLUSIONS

The purpose of this research was to evaluate the perceived risk attitude in the
adoption of Al in South African financial institutions. The study found that several
factors influence the adoption of Al in South African financial institutions. These
factors include the level of trust in Al technology, understanding its potential
and limitations, the regulatory openness of compliance issues, and the ability of
financial institutions to adopt modern technologies.

Surprising patterns emerged when perceived risk responses were examined
in the various units. While Risk and Operations Management exhibit higher
perceived risks, primarily falling within the 81 to 100% range, the IT unit mainly
perceives risks in the 61 to 80% range. The level of focus and skill that each unit
possesses could be a possible factor contributing to this inconsistency. Given
its experience and confidence in handling cybersecurity threats and complex
technology systems, the IT unit can identify risks in a range that corresponds to
these challenges. However, the Risk Management and Operations Management
units, which oversee operational continuity and comply with regulations, could
prioritise and see risks differently, which could explain the higher concentration
in the 81 to 100% range. The interviews confirmed this as Al literacy emerged as
an important element in managing perceived risks.

Although South African financial institutions show increasing interest in
implementing Al, the study found that their risk attitudes are still influenced by
concerns about data security, ethical implications, and job losses and displacement.
This study highlights how crucial it is to address these complex issues to help
South African financial institutions implement Al. To effectively manage and
reduce perceived risks associated with the adoption of Al technology, a complete
approach that combines technological preparedness, regulatory frameworks and
a proactive effort to develop trust in technology, is needed.
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MNPOLJEHA NEPHEINIUJE PUSNKA BJEHLITAYUKE
UHTEJIMT'EHIUJE Y ®UHAHCUJCKUM
NHCTUTYHUJAMA JY KHOA®PUYKE PEITYBJIUKE:
MVYJITUAUMEH3NOHAJIHA ITPUCTYII

1MepunuH Mabuni-MamrasejB, Ozcjek 3a eKOHOMCKe Hayke, PakynTeT eKOHOMCKUX U
MeHallepcKuX Hayka, YHuBep3urer Hopt-Bect, Jy:xHoadpuuka Pemyommka
2 Ilymut Mapuer I'aj3p, Oncjek 3a ekoHOMCKe Hayke, PaKynTeT eKOHOMCKUX U
MeHallepCcKuX Hayka, YHuBep3urer Hopr-Bect, Jy:xHoadpuuka Pemyommka

CAKETAK

[Iponienype ympaBbama PU3MKOM Y (UHAHCHJCKUM HWHCTHUTYIHjaMa LIHPOM
CBHUjeTa 3HAYajHO je M3MHUjeHuIIa BenTayka uHTenureHnuja (Al). Mehytum, maso
ce 3Ha O MePIUIUPAHUM PU3UIMMa UMIUIeMeHTanuje Al, moce6Ho y 3eMibama
y pa3Bojy Kao mro je Jyxkaoadpuuka Penybnuka. [{usb oBe cTynuje jecte na, u3
MYJITHINMEH3HOHAITHE IEPCIIEKTUBE, TPOIIH]jEHH MEPIUITHPAHE PUUKE YCBajamha
Al ox crpaHe 3amociieHUX y (HUHAHCHjCKMM HWHCTUTyIHjama JyxHoadpuuke
Pemry6nuke. OBa cTynrja KOPUCTH IPUCTYI MjeIIOBUTHX METOAA, IPUMErnYjyhu
CBPCHUCXOJIaH ¥ Y30paK CHEKHE TpyaBe ox 90 aHKETHpaHWX HCIUTAHUKA U
MOJYCTPYKTYPHPAHUX HHTEPBjyHCAHhA U3 HEKOUKO (PMHAHCH]CKUX HHCTHTYIIHja
Jyxnoadpuuke Penmyonuke. CTynmja je OTKpuiia MHAPOK CIIEKTap 3a0pHHYTOCTH,
o]l OoTHmymTama u3a3BaHor Al mo pamuBoCcTH Ha cajOep KpUMHHAN. AHamu3a
TIpy»a CJI0j€BUTE YBUJC y TO KAKO Pa3IMUNTA OfjeJbEeha, YKIbYUY]jyhul yIpaBibarmke
pusukoMm, UT u ynpaBspame onepanujama, Ha jeIWHCTBEH HAYMH MEPUUNNPA]Y
W yIpaBibajy u3a3oBuMa Be3aHuM 3a Al. OBa cTymmja mctuue morpedy 3a
MIEPCOHAIIN30BAaHNM CTpaTeTHjamMa yIpaBJbalba PH3UKOM KOj€ OATOBApajy
crenupUIHUM MoTpedamMa Offjesberha, Ka0 U BAKHOCT CTPATEUIKOT IJIaHWparmba
NpuIMKoM UHTerpanuje Al TexHonoruje y GUHAHCH]CKMM WHCTUTYIMjaMa KaKo
0M ce MakCHMH3Wpao TMOTCHIHjaJl y3 OTpaHHYCH:E MOBe3aHmX pu3uka. OHa
TMIOTIPUHOCH pacTyheM THjeny 3Hama O ycBajamy Al y 3emspama y pa3Bojy u
npyKa MpakTU4He HHPOpMAaIFje 3a paKTHIape U JOHOCHOIE MOJTUTHKA.

KibyuHne pujeum: gjewumauxa unmenucenyuja, QuUHaHcujcke uncmumyyuje,
nepyenyuja pusuka, ynpasmarwe Al, opeanuzayuonu pusux, Jyscnoagpuuka
Penyonuxa.
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